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Abstract

Manual pseudonymization of documents is a costly and time-consuming procedure that can be automated
by applying natural language processing methods. This paper introduces the ANOPPI tool developed
for automatic pseudonymization of Finnish texts. The tool can be used both as a web application and
programmatically through a REST APL Evaluation shows that ANopp1 performs well with different
types of documents, however, further improving the performance of the named entity recognition and
disambiguation methods would enhance the usefulness of the software and motivate organizations to
bring ANoppI into use.
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1. Introduction

Many Cultural Heritage (CH) texts and legal documents of interest to a wider audience, such
as interviews of people and court decisions, contain sensitive personal data. This makes it
difficult to publish and use them for research given the EU General Data Protection Regulation
(GDPR)!, unless personal data contained is disguised. However, manual pseudonymization or
anonymization of the documents is a costly and time-consuming procedure.

This paper presents the ANoppI tool and web service for automatic and semi-automatic
pseudonymization of Finnish documents. Utilizing both machine learning (ML) and rule-
based named entity recognition methods (NER) and morphological analysis, ANOPPI is able
to automatically or semi-automatically pseudonymize documents written in Finnish while
preserving their readability and layout. ANoPPI is the first pseudonymization tool developed
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for Finnish. The tool was initially developed for automatic pseudonymization of court decisions
[1] in the Anoppi project® funded by the Ministry of Justice in Finland but can and has been
used in other contexts, too.

This paper first introduces the Axopp1 tool and the underlying method for automatic
pseudonymization. Then the results, obtained using ANOPPI to pseudonymize investigation
reports and court decisions, are presented. Finally we conclude with discussion on related work
and future improvements.

2. ANorri Tool

The ANoPPI tool consists of a language analysis component (LAC) and a web-based user
interface (WUI). LAC performs the actual automatic pseudonymization by carrying out NER and
disambiguation on the document while WUI allows the user to modify the result of the automatic
pseudonymization. LAC can also be used programmatically through a REST interface®, enabling
integration of ANOPPI into external software systems.

LAC REST API can be used either as an annotation tool or as a full pseudonymization pipeline.
The annotation tool returns an annotated version of the text with mentions of the named entities
highlighted using special tags along with a list of suggested pseudonyms for each of the named
entities, whereas the pseudonymization pipeline returns only the completely pseudonymized
version of the text.

For named entity recognition ANOPPI uses a combination of ML and rule-based methods
and eventually combines the results obtained from different methods. The ML-based NER
component is a model trained using FinBERT NER* [2]. The rule-based methods include regular
expressions (to find specific surface forms such as property codes and vehicle registration plates)
and dictionaries such as the Finnish person name ontology[3].

The pseudonymization is done by replacing the recognized names with grouped sequential
identifiers, such as ‘person A’ or ‘place B’, keeping track of the entities throughout the text. By
performing morphological analysis on the original text the software is also able to inflect the
generated pseudonyms correctly to improve the readability of the pseudonymized text. Turku
Neural Parser[4] is used to perform morphological analysis of the text and UralicNLP[5] to
correctly inflect the derived pseudonyms.

LAC aims to maximize recall in the named entity recognition phase because it is easier for
the user of WUI to delete suggested entities than to manually pick new entities from the text, if
LAC did not automatically recognize them. It is also possible to restrict pseudonymization to
certain types of entities (for example only person names). Further fine-tuning can be done by
whitelisting certain names and contexts, for example to keep names of the judges overt in court
judgments.

The WUL is a separate web-based WYSIWYG type editor tool. User uploads a document in
Word format to the application and the LAC performs the NER phase in the background. Once

*https://seco.cs.aalto.fi/projects/anoppi/
Shttps://nlp.ldf fi/anoppi
*https://turkunlp.org/fin-ner.html
*https://uralicnlp.com/
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the NER phase is complete the user can review the resulting annotations using the WUI and
correct them, preview the resulting pseudonymized version of the text and finally export it in
Word format with the original layout preserved.

3. Evaluation

To test the performance of the LAC in pseudonymization of person names we created a tailor-
made test dataset that consists of text in Finnish with person names added in grammatically
appropriate places. The names were handpicked from the Population Information System data
with emphasis on selecting both common and rare names. Attention was paid to select names
including both traditional Finnish names and foreign names as well as names with two parts and
names with a common meaning, for example Karhu (bear). Investigation reports from Safety
Investigation Authority of Finland (SIAF) were used as base text for the test data. These reports
do not originally contain any names but only references to people in the form of pronouns and
job titles that were replaced randomly by the selected names and their combinations.

Eventually the test data contained 152 added names and name combinations from which
Anoprr1 identified and pseudonymized 136 (89,5 %) correctly. In total, ANoPPI identified 141
names or name combinations from the test data, but five of them were false positive words. A
total of 16 names remained unidentified. However, most of the unidentified names were located
in parts of the text where names are not common which would not be an issue with real data.

In addition to evaluating the performance of the LAC, the ANoPPI tool as a whole has been
evaluated by measuring and comparing the time it takes to pseudonymize a court decision
both semi-automatically using the WUI and manually using only word processor software. The
results obtained in this manner so far show that on average it takes about half the time to
pseudonymize a court order using ANOPPI as compared to manual pseudonymization. ANOPPI
makes some mistakes especially by confusing person names with place names and vice versa and
spotting and correcting all of these incorrect categories using the WUI slows down the process.
Moreover, in order to verify the correctness of the pseudonymization result a human expert still
has to get acquainted with the content of the document regardless of the pseudonymization
being automatic.

4. Related Works and Discussion

Automatic or semi-automatic pseudonymization methods are already in use in several European
judicial systems [6]. Recent projects similar to ours focusing on automatic pseudonymization
of court orders using ML methods possibly in combination with rule-based ones have been
conducted for example in Poland, Austria, Germany, Latvia and France®.

Evaluation of ANoPPI shows promising results in locating the names of persons, organizations,
places, and different types of identifiers of specific form. Still, it is difficult to build a general

solution for pseudonymization as the sufficiency of de-identification varies in each case. The
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category-based selection of named entities used in the current model is not sufficient if for
example names of small companies should be pseudonymized but large ones should not. Another
issue in the ANOPPI project is the lack of task-specific training data as we are not able to store and
make use of real production data in order to continuously train ML models due to restrictions
imposed by the GDPR. That is why we ended up using a general NER model for Finnish language
along with configurable case-based rules.

The ANoprrI service is currently in pilot testing in the Ministry of Justice of Finland for
pseudonymization of Finnish court decisions in order to make them available on the Web and
for data analysis in the forth-coming public LawSampo data service and portal for publishing
and studying Finnish legislation and case law. Future work focuses on further improving the
performance of the named entity recognition algorithm and including identification of new
entity types such as rare diseases or unique job titles that make re-identification of people
straightforward.
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