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Abstract. To comply with the EU General Data Protection Regulation (GDPR) publishing court judgments online requires that personal data contained in them must be disguised. However, anonymizing the documents manually is a costly and time-consuming procedure.
This paper presents Anoppi service for automatic and semi-automatic
pseudonymization of Finnish court judgments. Utilizing both statisticsand rule-based named entity recognition methods and morphological
analysis, Anoppi is able to automatically pseudonymize documents written in Finnish preserving their readability and layout. The service is
currently still in development but pilot tests are going to be carried out
in Finnish courts in 2020.
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1. Introduction
Publishing court decisions openly on the web, either as human-readable documents or machine-readable data, enhances the legal protection of citizens by making the administration of justice more transparent. Open electronic access to case
law can also be useful to decision-making and research concerning legal practice.
In Finland, case law is published publicly online as HTML documents in the
Finlex data bank1 [3] and as linked open data in the Semantic Finlex service2 [4].
Unfortunately, due to issues of data protection and privacy and the requirement to comply with the EU General Data Protection Regulation (GDPR), currently only a minor part of all the Finnish court judgments is published online. For
example, currently none of the judgments of the district courts are available. Pub1 http://www.finlex.fi
2 http://data.finlex.fi
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lishing court judgments online requires that the documents are pseudonymized
so that identifying named entities appearing in the document, such as persons,
companies and geographical locations, are replaced with referent identifiers. However, currently all of the pseudonymization work is done manually in the courts
by experts which is costly and time-consuming. Therefore a tool that automates
the process of pseudonymization is highly desired.
This paper presents Anoppi, a web service for semi-automatic pseudonymization of documents written in Finnish. In the on-going project, we are focusing
on case law documents as a first use case. However, the purpose of the Anoppi
service is to be a general-purpose domain-agnostic pseudonymization tool. The
service is currently still under development, but a first demonstrator has already
been created, and pilot tests will be carried out in Finnish courts in 2020. The
source code will be published with an open license once the service is ready to be
brought into real use. We will discuss the underlying ideas of the service as well
as the first demonstrator in more detail in the following sections, starting with a
description of the pseudonymization method in Section 2, followed by an overview
of the application user interface in Section 3, and finally concluding with related
work and discussion in Section 4.

2. Pseudonymization Method
The court orders are available in electronic format either as plain text, XML,
HTML, or DOCX files. Based on [7], we have developed a tool that is able to
find the named entities from these documents and annotate the occurrences of
the named entities with special tags. The tool can be used as a RESTful web
service that takes as input the document and produces as output the annotated
document with a separate list of all the named entities found in the document.
To find the named entities the tool uses multiple different named entity
recognizers and combines the results from those. First of all we use readymade statistics- and rule-based named entity recognition (NER) software such as
FiNER3 , a rule-based named entity recognizer for Finnish language, and Stanford
NER [6]. Secondly, we have developed our own set of regular expression patterns
to recognize things such as vehicle registration plates and property identifiers.
In addition, we use an all-inclusive Finnish person name ontology that is based
on the open data published by the Population Register Centre4 to look up person names appearing in the court cases. Finally, we use the Finnish dependency
parser [2] to support deciding if a term appearing in the text is a name.
After finding the named entities and their occurrences in the text the occurrences are replaced with pseudonyms. To assign a reasonable pseudonym for a
given named entity its category must also be resolved. For example, we must be
able to differentiate towns and corporations so that a pseudonym can be correctly
determined as either “town A” or “corporation A”. Categorical disambiguation
is based on a scoring scheme that weighs the results obtained from the different
named entity recognizers.
3 https://github.com/Traubert/FiNer-rules/blob/master/finer-readme.md
4 https://vrk.fi/en/
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Figure 1. User interface of the Anoppi application.

As Finnish is a highly inflected language we must also derive the correct inflected form for the pseudonym so that the pseudonymized text stays readable. To
achieve this, we use morphological analysis to be able to distinguish, for example,
the case and possessive suffix of a noun.

3. User Interface
As we do not expect the result of the automatic pseudonymization to be perfect,
a web-based user interface, shown in Figure 1, is provided where the user of
the service can make further modifications to the proposed named entities and
their pseudonyms. The text with identified entities is shown on the left. On the
right hand column, the user interface allows the user to add new named entities
and also edit and remove the existing ones. In addition, it is possible to remove
entire phrases from the text if de-identification requires it. Once the editing is
complete, the user can preview and export the resulting document that aside from
the pseudonyms and text removals should be identical to the original one.
Evaluation of the user interface is underway by usability tests, first within
the project team and later in 2019 and 2020 in the courts where the service is
eventually going to be brought into use.

4. Related Work and Discussion
Automatic or computer-aided pseudonymization is already utilized in judiciaries
of various European countries [8]. As an example, in Denmark an anonymization
tool for court orders was implemented using solely manually crafted grammar
rules to find the named entities in the texts [5]. On-going development projects
similar to ours, in which the focus of the automatic pseudonymization is on court
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orders and where machine learning-based methods are used, are being carried out
in France and Austria5 .
For the moment, the Finnish public sector utilizes hardly at all automatic
anonymization or pseudonymization tools, and it is difficult to evaluate the sufficiency of de-identification for different types of data and requirements [1].
Anoppi aims to change the situation by enabling organizations to deploy automatic pseudonymization in their processes cost-effectively using an open source
solution. However, the usefulness of the Anoppi service will eventually be largely
dependent on the precision and recall of the NER methods as well as the applicability of the user interface. Edita Publishing Ltd. has previously estimated that
on average it takes approximately 38 minutes to pseudonymize a precedent of the
Supreme Court manually. In order for Anoppi to be successful, pseudonymization
of the precedents using the service should be more efficient.
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